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Consumer Pattern

Consumers use electricity described by a load profile.

_ Reference measurements serve for attack evaluation. y
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Power Grid

A power grid model based on the IEEE low voltage

_ reference grid for European power grid infrastructure. y
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Performing Co-Simulation: Applying the Attacker pattern to the Smart Grid infrastructure

Overview

The current power grid is going to be extended with various field devices, which will under the control of the Distribution System Operator (DSO) be responsible to efficiently handle
the demand and supply of electricity. This new system requires more interconnected ICT components than there are now, in order to have all required and necessary measured
values to perform grid control operations in a fast and effective way. It becomes very important to assess the impact cyber-attacks might have on the participants of the grid and
the electrical infrastructure itself, in future smart grid scenarios. In this poster, a software-software co-simulation environment for the impact assessment of cyber attacks Is
presented, together with software/Hardware-in-the-loop (HIL) conceptual realization of a testbed environment dedicated for development and evaluation of security

SPARKS Conceptual Simulation Environment
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A conceptual simulation environment is constructed
using four building blocks specifying the Smart Grid
environment in which the systems’ behavior, in case
of cyber-attacks can be analyzed.

* A co-Simulation framework is an instance that
Integrates interactions between the building

blocks.

 The Consumer and Attacker pattern represent

physical parameters of a future Smart Grid.

 The Power grid and Data network blocks can be
realized using specialized tools for each domain.
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Attacker Pattern
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Transmitted price information from the DSO to the
_ household controllers is manipulated by a MITM attack.)

Attack pattern A
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Data network
A suitable communication network model for control
. Mmessage exchange Is developed. Y
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Coupling of the OMNeT++ communication network * The HIL testbed is called SmartSecLab. It allows <o % | (es teceiaso
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